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loT devices — expected growth

Connected devices (billions) 15 billion 28 billion CAGR*

30 2015 2021 2015-2021
25 Cellular loT 0.4
20 Non-cellular loT 4.2
15 PC/laptops/tablets 1.7
10 Mobile phones 7.1
5 Fixed phones 1.3

2014 2015 2016 2017 2018 2019 2020 2021

* Compound annual growth rate
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* The article on page 70 presents an alternative
solution. BizzTrust from Rohde & Schwarz offers a
secure solution for mobile devices that are used
for business and personal purposes.
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(EAX : http://blogs-images.forbes.com/
louiscolumbus/files/2016/07/Internet-of-
Things-Forecast.jpg)
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R&S®CMW500 ZHE 24 S HAE = X7 2ot FA| 8! loT 200 CHeH IP 7|8t C|o|E| SA19| Hotg SHAA|IF|= O IA =3
O|ELICt MER IPHZ EOt BAED B E (R & SPCMW-KM052)2 H|0f &l HAE A0l A MA|ZEIP HIO|E EcfL] M S S3EHL|CH
(33 3). R&S®CMW5002 EEot DHEY HEQ 3 = WLAN HM[A ZQIES of| Z2j|0| MEtL|Ct. H ok 240f= DAU (Data Application
Unit)7t ZQ8tL|CL DUTOI| IP FAE M35t 2 E 20| = Fo| Mi{ete] AAS 2ta|sfLCt.

R & S°CMW-KMO052+= Ci|0[E| E2fT|of 2ot 2t 7] tH4-5 EA5t3 7| Z L), 0| & Soh JHE A= B T2 M A £7 |01| Hot AKE
XSt S ZY 4= ASLICH IT X A2 YR B2 AL ZHIY FX[Jt LR Hot YMS F45H=X| 2eld £A= =7 E HSELICh
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O] 2F2 SSL/TLS o= MH|O| 2 Oh7H -2t ME 2(X|9| 215 M 8l =7t/ =H[Ql 0| S EAEL|C E210[AER} ME{ 7t iz o} o
F2I8t7| 2o Ar&3H= SSL/TLS $HE MI0| 2= 2o A0 20|22 HAUS| HARL|CH (22 H|O|X|of &R} H=E).

R&S® CMW-KM052= 7| 27 3l 7|Ef 0H7 45 Zetoto] MeollM MEttt et oo HiFZwat otL|2t SoF B F0f| 220|HETHHS
St= Yoot W (2= HED)S BEAELICH (3 4). CMW KM052= ME{7t & 8t ISME B4 & = JUELICH

= Giobal [ France |Germany | Japan | Spain UK |Us | Govt.  [CERIEIEI LR E LUV

' | o|5 7

s 81 50 8 92 33 83 8 82 5] IS (81 - Duhel ot 2 913 1=, 2016 1
2 T, Mobilelron Security Labs).

Android 18 50 1 5 66 16 1 18

The R&S°CMW 500 analyzes IP data traffic

02 3: HZE ZHHY = |oT X7t S48k

| |P data traffic via the RF channel C|O|E{0f| 2J8l | K| =“HZ2".
(LTE, WCDMA, WLAN, etc.)

R&S®CMW 500
IP data traffic =
via Ethernet

\
(]

R & S®*CMW5002 HIAE
Internet T |

7ko] Hlo|Ef Eaf
Mobile Internet of Al ot 2t FHIX (0f : efe?
devices Things B2 MAE| =X o

R&S°CMW-KM 052
option's measurement parameters

Y Target address of country
¢~ Domain name of target address

Analysis of encrypted vs.
wL  unencrypted traffic | strong
encryption | certificate details

Smart home Public safety

Keyword search in IP stream

@ IP port analysis on DUT Healthcare ~ Automotive
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IPiZ Kot
SSL (Secure Sockets Layer)0[2t1 0}'— TLS (Transport Layer Security)= 2tHst 22121 EA0|AN S35t AeS gfL|Ct, SSL
T 2EZO| OtX|a2t HFE2 3.0LICt O =, i 8 EF5H= HAE 1.08E MZR 0|Z 2l TLSZ A& E A &L Ct.

o

SSL/TLSE 220[AESM M Zto| SIS flet ot +F2 Foloth Q52 M2 Y S 2AQIsH M 7|1E g el o] 2
[H AS

22 SSL 12 50l 2t H0| AR o

R&S® CMW-KM052 2 ZEg)oj= 22t P 41 (www.keylength.comOll A MB &= 7| 20| HE AtEH) S I3t 2 9|
24 20 SSL HE Mo|2E EX S| HARLICEH BESHA TLE 0] H SES Soll HA0| HQt 2T AFetE SFot=X| &4
gtolgt 4 UALICH R 4).

= = T

SSL/TLS handshake process 1. 22t0|AE= SSL HH, 2EI0|AETL K| I5t= &= ME A 22t
O|HETt X|/5k= C0|E = 2Har 2+2 S210|ES| 2=t 7|
 ient Sorver S (2af0[olE 7|2 MY &M )2 Lidsts "Sato|dE
D hello"HA|X|E EHL|CE O] HIA|X|0l|= 28 HIO|E 4~ FEHEIL|
Ct.
=2
2. M= AHofl A MENSE oot Bt (Rt 23) 5 H|0[E] &= 2,
1. “Client hello” (SSL version, cipher suite, MIH ID % CtE -8 Zotoh= "AH A2 "HAIX| 2 SERLICH &
data compression, random number Za}0|EQ} M7} SIL} O|Ate] ZE AS|EZ X|UBHA|
OHHE Mo|30f ATiEL|C M= YRNO R J1E Aot &
2. “Server hello” (SSL version, cipher suite, S HELS MEBLICE

data compression, session 1D, random number)

M= 370 717t ZEHEl ORI IS ME EHLICE 22t0|AE= Tt
Q1Z M(TrustStore) S A85t0] 0| IZME QB BILICE

w
>

3. Server certificate, public key

4 “Hello done” 4. MHE "MH A2 A2 "HA|XIE 2L S2H0|HE SES 7|CHEIL
4 B,
5. Client key exchange (pre-master key) 5. E2t0|AE &= AH OtAE A|3El0| et =l "S2to|HE 7| met"HA|

K€ TEoto] M7} CHE ot HSToll chet OFAE A3 SIS 4y
_ o+ AL PIL|CH ARY OtAE B2 M2l S7H 7| A8t &
6. Change C|pher Spec §§|_ ElD:I Ol 7|§ ||:|_|. OH% % _)'\_ Al_l I:I'

6. S20|UE OLAE] 7|15 st 7|7t HEE AZS S Mol &

- E L st
7. Finished -
27| s "2tz HE AFS"HA|X| £ E-L|CE

8. Change cipher spec 7. SEI0|YUEE OtAE 7|15 AFE5H0 2ot El "2te "HIAIX|E H L
<€
Ct.
9. Finished — 8. MH7}"es AWl HAHA|X| 2 SEFSHL|CY---
10. Encrypted communications 9. - SR MABTHAIXIS 2L

10. SSLE Mjo|= B& 2l &%t E |o|E &

Source: https://publib.boulder.ibm.com/tividd/td/TRM/GC32-1323-00/
en_US/HTML/admin231.htm
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